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Hybrid Warfare: Dynamics of Modern-Day Conflict
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Hybrid warfare refers to the use of a combination of conventional, unconventional, and cyber
warfare tactics by states and non-state actors to achieve their objectives. These tactics can include
disinformation campaigns, cyber-attacks, and the use of proxy forces, among others. The COVID-
19 pandemic has also been used as a tool of hybrid warfare by some countries. Due to the ever-
changing nature of hybrid warfare, it is important to stay informed and aware of current events and
developments to understand the current scenario. Additionally, hybrid warfare can be used as a
tool for countries to assert their influence on the global stage without risking a direct military

confrontation with a more powerful adversary.

There have been several examples of hybrid warfare throughout recent history. Some examples
include the Russian annexation of Crimea in 2014, the ongoing conflict in Syria, the 2016 US
Presidential Election, the ongoing conflict in Nagorno-Karabakh, cyber espionage and intellectual
property theft by China for economic gain.

It is difficult to predict exactly when and where a hybrid war might occur in the future, as it can
take many forms and be triggered by a variety of factors. However, there are a few potential
flashpoints and scenarios that experts have identified as potential sources of future hybrid conflicts.

e The Arctic: As the Arctic region becomes more accessible due to melting ice, competition
for resources and control of shipping lanes is likely to increase, potentially leading to a
hybrid conflict among Arctic nations.

e The South China Sea: Tensions between China and other nations in the region over
disputed islands and control of shipping lanes could potentially lead to a hybrid conflict.
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e The Korean Peninsula: The ongoing tensions between North and South Korea, as well as
the potential for a collapse of the North Korean regime, could lead to a hybrid conflict.

e The Middle East: The ongoing conflicts in Syria and Yemen, as well as the potential for
further instability in the region, could lead to a hybrid war.?

e Cyber-space: Cyber-attacks, both state-sponsored and non-state actors, are increasing in
frequency and sophistication. A major cyber-attack on critical infrastructure could lead to

a hybrid war scenario.®

It is important to note that these are just a few examples and the possibility of hybrid war could

happen in any region of the world. Governments and international organizations must be prepared

to respond to potential hybrid threats and continue to closely monitor potential flashpoints.*
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Tactics of Hybrid Warfare: Disinformation, Cyber-Attack, and Proxy Force®

Hybrid warfare tactics can be divided into three main categories: conventional, unconventional,

and cyber. Some of the tactics that are commonly used in hybrid warfare include:

e Disinformation campaign: Actors use false and misleading information to manipulate
public opinion and sow confusion and discord. This can include spreading fake news and
propaganda, as well as manipulating social media platforms to influence public opinion.®

e Cyberattack: Actors use cyber means to disrupt, damage, or destroy the information
systems, networks, and infrastructure of their adversaries. Cyberattacks can be used to steal
sensitive information, disrupt critical services, and cause physical damage.

e Use of proxy forces: Actors use non-state actors such as militias or terrorist groups to carry
out attacks or other actions on their behalf. This allows them to distance themselves from
the actions of these groups and deny responsibility.

e Economic warfare: Actors use economic and financial measures such as sanctions,
embargoes, and currency manipulation to weaken the target country and gain an advantage.

e Psychological warfare: Actors use psychological operations to influence the emotions,
motives, objective reasoning, and behavior of the target country's population and
government.

e Political subversion: Actors use covert or overt means to influence and subvert the
political processes and institutions of the target country.

e Military operations: Actors use military force to achieve their objectives, such as

occupying territory, capturing resources, or attacking military assets.
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e The humanitarian crisis and social unrest: Actors use non-conventional means to create

a humanitarian crisis and social unrest in the target country to destabilize the government.

It's important to note that these tactics are not mutually exclusive and actors may use a combination

of tactics to achieve their objectives.’
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Preventing Hybrid Warfare in 2023: Strategies and Solutions?®

Stopping a hybrid war is a complex and difficult task, as it involves addressing multiple types of

threats simultaneously. However, there are a few strategies that can be used to mitigate the risks

and de-escalate a conflict®-

Diplomatic efforts: Diplomatic efforts can be used to address the underlying issues that
are driving a conflict and to build a coalition of nations to address the crisis.

Cyber defense: Having robust cyber defense measures in place can help to mitigate the
risks of cyberattacks, which are often a key component of hybrid warfare.

Countering disinformation and propaganda: Disinformation and propaganda are often
used as a tool in hybrid warfare, so it is important to counter false narratives and to promote
transparency and accurate information.°

Strengthening international norms: Strengthening international norms and institutions,
such as the United Nations, can help to create a framework for addressing hybrid warfare
and other types of unconventional conflict.

Building resilience: Building resilience in critical infrastructure and communities can help
them to withstand and recover from the impacts of a hybrid war.*

Military response: In some cases, a military response may be necessary to stop a hybrid
war. However, it must be used as a last resort after diplomatic and other non-military

options have been exhausted.

It is important to note that stopping a hybrid war requires a comprehensive and coordinated

approach that involves all elements of national power, including diplomatic, economic,
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informational, military and intelligence. The international community should also be involved in
this effort.

Hybrid Warfare in Strategic and Geopolitical Context!?

Hybrid warfare fits into the broader strategic and geopolitical context in a number of ways. Some

of the ways in which it can be integrated into a broader strategy include:

e Achieving strategic objectives: Actors may use hybrid warfare as a means to achieve
broader strategic objectives, such as gaining control of resources or territory or projecting
power and influence beyond their own borders.

e Advancing geopolitical interests: Actors may use hybrid warfare to advance their
geopolitical interests, such as establishing or expanding spheres of influence, or
discrediting or delegitimizing the target country or its institutions in the eyes of the

international community.
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Countering other actors: Actors may use hybrid warfare as a means to counter the actions
of other actors, such as by undermining the stability and security of a rival country or
region.

Exploiting vulnerabilities: Hybrid warfare can be used to exploit vulnerabilities in a target
country or region, such as by capitalizing on social, economic, or political unrest to further
their own interests.'3

As a part of a larger conflict: Hybrid warfare can be used as a part of a larger conflict,
being a tool in the arsenal of the actors involved, as it can be used in conjunction with
traditional military operations and other tactics to achieve their objectives.'*

In response to changing global conditions: Hybrid warfare may be used in response to
changing global conditions, such as economic instability or shifting political alliances.
Long-term strategy: Hybrid warfare can be used as a long-term strategy, taking place over
many years and being integrated into the broader political, economic, and military

objectives of the actors involved.®®

Overall, hybrid warfare can be integrated into a broader strategic and geopolitical context as a

means to achieve a range of objectives, counter other actors, and exploit vulnerabilities in a target

country or region. Understanding the broader strategic and geopolitical context is crucial for

understanding the motivations and objectives of actors involved in hybrid warfare, as well as for

developing effective responses.®
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Hybrid Warfare in Bangladesh: 2023 Scenario

Itis not clear if there is a specific hybrid war scenario involving Bangladesh in 2023. It is important
to note that predicting an exact scenario of a hybrid war is difficult as it depends on a number of

factors and events that are not yet known.

However, it is possible that Bangladesh could be affected by regional tensions and conflicts that
could potentially involve elements of hybrid warfare. For example, if tensions between India and
Pakistan were to escalate, Bangladesh could be caught in the middle of a hybrid conflict.
Additionally, as a country with a rapidly growing economy and a large population, Bangladesh

could be a target for cyber-attacks or disinformation campaigns.’

It is important for the government of Bangladesh to be aware of the potential risks and to take steps
to mitigate them. This could include building up its cyber defense capabilities, strengthening its
institutions, and increasing its resilience to potential hybrid threats. Additionally, Bangladesh
should also be engaged in regional and global efforts to address hybrid warfare, such as through

the United Nations and other international organizations.
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Lessons for the future: Recommendations from Ongoing Hybrid War?®

There are several lessons that can be learned from the ongoing hybrid war and applied to prevent

or mitigate future conflicts:

Early detection and response: Early detection and response to hybrid warfare tactics,
such as disinformation campaigns, cyberattacks, and the use of proxy forces, is crucial in
order to prevent or mitigate their effects.'®

Need for resilience: Building resilience against hybrid warfare, such as strengthening civil
society, democratic institutions, and critical infrastructure, can help to prevent or mitigate
its effects.

Importance of international cooperation: International cooperation is essential in order
to effectively respond to hybrid warfare, as it allows countries and international
organizations to share information and intelligence and to develop coordinated responses.
Need for comprehensive approach: A comprehensive approach that includes diplomatic,
economic, military, and information operations is needed to effectively respond to hybrid
warfare.?

Need for understanding the broader context: Understanding the broader strategic and
geopolitical context is crucial for understanding the motivations and objectives of actors
involved in hybrid warfare, as well as for developing effective responses.

Importance of using an appropriate response: Using an appropriate response, that is
proportionate and tailored to the specific tactics and objectives of the actors involved, is

essential in order to prevent or mitigate the effects of hybrid warfare.?
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e Need for transparency and accountability: Promoting transparency and accountability
in the use of hybrid warfare tactics can help to prevent or mitigate their effects, by exposing
the actions of actors involved and holding them accountable for their actions.??

e Need for investing in critical infrastructure and emergency preparedness: Investing
in critical infrastructure and emergency preparedness can help to prevent or mitigate the
effects of hybrid warfare, by making it more difficult for actors to disrupt critical services
and by ensuring that the population is better able to withstand the effects of hybrid warfare.

It's important to note that the lessons learned may evolve over time as the situation changes and

new information becomes available. It's also important to adapt the strategies and responses to the

specific context, actors, and tactics involved.

22 Rynning, Sten, NATO in Afghanistan: The Liberal Disconnect, (Stanford: Stanford University Press, 2012), Behnke,
NATO’s Security Discourse, Chapter 10.



Conclusion

Hybrid warfare is a complex and evolving phenomenon that combines conventional military
tactics with unconventional tactics such as cyberattacks, disinformation, and economic warfare. It
can be triggered by a variety of factors and can take many forms. It's important to understand that
predicting the future is uncertain and any potential scenarios can change rapidly. To effectively
address and mitigate the risks of hybrid warfare, it is important for governments and international
organizations to have a comprehensive and coordinated approach that involves all elements of
national power, including diplomatic, economic, informational, military and intelligence. The
international community should also be engaged in this effort.23 It is also important to note that
the term "hybrid war" is not a recognized term in the field of warfare, and it is unlikely that any
country or group would be able to successfully conduct a hybrid war on a global scale. It is also
important to note that hybrid warfare is not necessarily a successful war strategy as it can cause
long-term damage to relationships and international order. The definition of success in hybrid
warfare is also ambiguous. Finally, it is important to understand that preventing and resolving
hybrid wars require a long-term, multidimensional and multilateral approach involving all actors,
including civil society, private sector, international organizations and military. This approach
should be focused on addressing the underlying causes of conflict, such as poverty, inequality and

political repression, rather than just reacting to its symptoms.
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