The Role of Social Media In Influencing

Social Change: The Social and Secunty Implications

Major General ANM Muniruzzaman, ndc, psc (Retd)

President

Bangladesh Institute of Peace and Secunty Studies (BIPSS)
www.bipss.org.bd




Presentation Outline

(d Present Discourse
d Driving Factors
d Evolution of Social Media
1 Current Status
1 Characteristics of Social Media
d Major Platforms of Social Media
d Major Changes of Communication Landscape
[ Stakeholder Analysis of Social Media
d Interconnection between Social Media and Social

Revolution
4 Influencing Factors
J SWOT-Analysis of Social Media
 The Road Ahead




Conceptual Foundation

Social Revolution: A rapid, fundamental and violent change in

the dominant values and myths of a society, and its political
institutions, social structure, leadership and government activities
and polities (Huntington, 1968).

Social Media: Modern form of social communication using

internet capable technology devices to facilitate participatory
information sharing, interoperability, user-centered design and
collaboration on the world wide web as a revolutionary time by
the second generation web or Web 2.0. (Mayer, 2011).



Present Discourse

. UN Secretary-General Ban Ki-moon said he wants to use
} the social media tool to connect with people and hear ideas.
(Rio de Janeiro Rio+social conference, 2012)

A fundamental understanding of communication has
HLUERCRARAA always been at the center of US Presidential Politics.
nnjgg : gEgH For Franklin D. Roosevelt, it was radio, for John F.
BESORMEER]  Kennedy, it was television. And for Barack Obama, it is

mmwﬂﬂﬂ social media. (Webtrends, 2012)

After analyzing more than three million tweets,
. gigabytes of YouTube content and thousands of blog
o | posts, a new study has concluded that the Arab
Libya Spring truly was fueled by social media. (TGDAILY, 2011)
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http://www.youtube.com/watch?v=gH_6c9VzAr4
http://webtrends.about.com/od/web20/a/obama-web.htm
http://www.tgdaily.com/software-features/58426-arab-spring-really-was-social-media-revolution

Driving Factors of Social Communication Funnel

Major Driving Factors are:

- Socio-economic factors
- Political and religious factors

L - Other factor ‘
[eceoTine ors and security concerns
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Driving Factors of Social Communication Funnel
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Evolution of Social Media (1)

1950’s :
v" Social media didn’t start with computers, it was born on “line” — on the phone.
Phone phreaking, or the rogue exploration of the telephone network, started to gain

momentum in the 1950's.

v' The first real “blogs” | “podcasts” took place on hacked corporate voice mail systems
called “codelines,” where phone phreaks would hack into unused mailboxes and set up
shop until they were discovered and kicked out.

1979: The first BBS or electronic “Bulletin Board System” was developed and
was opened to the public in 1979 by Ward Christensen

1980 :
CompuServe offers the first online chat system called CB Simulator
1991: The World wide web becomes Publicly available (6 August 1991)

1997: The first social networking website was Six Degrees which let people make
profiles and connect with friends.
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http://video.cnbc.com/gallery/?video=3000091018
http://myoldmac.net/FAQ/TheBlueBox-1.htm
http://www.wideweb.com/phonetrips/
http://www.textfiles.com/phreak/VOICEMAIL/
http://www.boingboing.net/2006/10/01/phreaky-boys-audio-o.html
http://www.dmine.com/bbscorner/history.htmstarted
http://www.historyoftheinternet.com/chap3.html
http://en.wikipedia.org/wiki/SixDegrees.com

Evolution of Social Media (2)

2001: Wikipedia is launched.

O e -

~ —~— -
- "‘

-

2003: LinkedIn begins. LinkedIn strives to be known as a business-related social
networking site used by professionals from its inception

B.P§$ Bangladesh Institute of Peace and Security Studies


http://video.cnbc.com/gallery/?video=3000091018

A Social Multimedia Service Use Case

MICRO BLOGGING &
SOCIAL NETWORKING »

internet [ enterprise



http://video.cnbc.com/gallery/?video=3000091018
http://video.cnbc.com/gallery/?video=3000091018

Evolution of Social Media (4)

2011: Social Media plays a major role in Arab Spring, An Egyptian baby is named ‘Facebook’
in honor of the role social media played in Egyptian Revolution
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http://video.cnbc.com/gallery/?video=3000091018

WORLD MAP OF SOCIAL NETWORKS

June 2012
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http://www.inquisitr.com/251677/facebook-building-toward-world-wide-social-media-domination/
http://www.slideshare.net/stevenvanbelleghem/social-media-around-the-world-2011

Characteristics of Social Media (1)

According to Kaplan and Haenlein According to Li and Bernoff there are six
there are six different types of different types of social media (2008):
social media (2010):
1. People creating (e.g., Blogs, podcasts),

1. collaborative projects (e.g., Wikipedia), 2. People connecting (e.g., Twitter, FB),
2. Blogs and microblogs (e.g., Twitter), 3. People Collaborating (e.g., Wikis, Open
3. Content communities (e.g., YouTube), source),
4. Social networking sites (e.g., Facebook), 4. People reacting to each other (e.g.,
5. Virtual game worlds (e.g., World of Forums, rating, reviews),
Warcraft), 5. People organizing (e.g., Tagging
6. Virtual social worlds (e.g. Second Life). content),
6. Accelerating consumption (e.g. RSS and
widgets).
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SHARING

The extent to
which users
exchange,
distribute and
receive content

CONVERSATIONS

The extent to
which users
communicate with
each other

PRESENCE

The extent to
which users know
if others are
available

IDENTITY

The extent to
which users reveal
themselves

GROUPS

The extent to
which users are
ordered or form

communities

RELATIONSHIPS

The extent to
which users relate
to each other

REPUTATION

The extent to
which users know
the social standing
of others and
content

Figure 1 Social media functionality
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Most Important Social Network
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Changes of Communication Landscape (1) ik

Major changes are:

O “Information is Power’”” Doctrine
O Failure of State Monopoly on Information
1 Widespread Sources of Information
O Dramatic Increase of the Information Consumption Scale
d Change of Time Scale
L Minimization of the Cost of Information
U Citizen Journalism
U Transparency
4 Challenge to the Leadership Structures
U Social Divides Removed
[ Gender Discrimination Declined
U Social Statuses Played Down
4 Psychology of Communication Changed
O Information Space
4 Breaking Down of Hierarchies
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Changes of Communication Landscape (4)

5 bl o . Cs

R S Broadcasting / Wider
e " A Disseminating Model
3 e Public Domain —> Wider Public Domain

Widespread Sources

of Information \ Wider Domain /
Public Domain
Information
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s of Communication La
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Changes of Communication Landscape (6)

WHAT CAN YOU ACCOMPLISH IN ONE'WEEK OF WESB 2.07

follow yelp,
tripadvisor, comment
technorati on blogs yspace
page run a go nuts

. > facebook
twitter tim ‘ ' run a
posT images blo dcast community
‘ on flickr group - Pe C‘ - ‘ site

NO ) HR 5 HRS IO HRS
IME LOTS O
TIME

Push technology through Diffusion mechanism

Change of Time Scale
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Cost of information

Trade-offs between costs and amount of information

Marginal cost
of information

Cost of
optimum
amount

of information

Marginal utility

. of information
Optimum amount of

information provided

—» Amount of information
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Figure 1.7 - Top-down vs. Battom-up news

Broadcast: Top-down news

Maodel also called transmit, push. Characterized by media organization control,
All news is filtered through organization before getting to audience,

Advertisers

TV show,
newspaper,

Media Organization
Etc.

Heterogenous
Mass Audience

Intercast: Bottom-up news

Also called peer-to-peer, social network, Participants are peers and have ability to change roles.
Mews is often unfiltered by a mediator before getting to its audience.

Advertisers

Editors

Community

Community

Yes, you.
Yeu control the Infornsation Age.
Wekovee o yeur woekl

Publisher

Audience
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Social Media Governance Is On The Radar

Do you now, or do you plan in the next year, an initiative to address
any of the following issues?

54.4%

- Social Media Directly
Challenge the leadership
Structure or existing social
System.

"Big Data" Cloud  Social Media Shared Drive  Formalized  None of the
Governance  Computing Governance cleanupor  Legal Hold above
Governance migration  processes

Source: e0) Geoup and VisLuminia, Ltd Information Gevernance Survey, May 2012, N = 103 e Dj Gmup
NEBEABIPS S
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Changes of Communication Landscape (11)

Social Divides
Removed

zB O

Social media use bridges race, ethnic
divides: University of Chicago survey
(Sweet, L. 2012)

v Specifically, 43% of white, 41% of black, 38% of Latino,
and 36% of Asian American youth participated in at
least one act of participatory politics during the prior 12
months.

v'41% of young people engaged in at least one act of
participatory politics during the prior 12 months, while
44% participated in other acts of politics.

v'the YPP study finds that overwhelmingly, white
(96%), black (94%), Latino (96%) and Asian American
(98%) youth report having access to a computer that
connects to the Internet.
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Sex distribution by social networking site platform

% of users on the following social networking sites who are male or female. For
instance, 43% of MySpace users are male.

Social networking site use by gender, 2005-2011
Tha percestage of sdul ntemet users of each gender who use social netwerking stes BMale © Female
[ 70
e
6™ 60
3 )
3
e
o
&
ot A ——r— MySpace  Facebook  Linkedin ~ Twitter ~ Other SNS

2005 006 007 2d 0% 00 201

Source: Pew Research Center’s Internat & Amarican Lés Sroject surveys: Febnsary 2005, August  Source: Pew Research Center’s Internet & American Life Social Network Site survey
2008, May 2008, Apri 2009, May 2030, and May 2011 conducted on |andline and cell phone between October 20-November 28, 2010. N
for full sample is 2,255 and margin of error is +/- 2.3 percentage points. N for social

network site and Twitter users is 975 and margin of error is +/- 3.5 percentage
points.
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Social Statuses
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Changes of Communication Landscape (15)
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Changes of Communication Landscape (16)"
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Stakeholder Analysis of Social Media (2)

RELEASED
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0 http://edip.diplomacy.edu

E-diplomacy (path towards effective use of social media)

/ $

Expectation/planning Reality

Inspired by the ‘success drawng

Democratic Governments Using Social Media
in Foreign Affairs Departments 2011 | Ranked

USA

UK

Turkey
Sweaden
Germany
Russia

Brazil

EU Parliament
Metherlands
Australia

France

Switzerland
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Stakeholder Analysis of Social Media (4)
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Stakeholder Analysis of Social Media (6)

“WHEDS TSR POWER OF LOVE OVRRCOMES THE LOVE OF POWSR. 70 WORLD WILL BNUW FEACR”

KONY 2012

Invisible Power, Social JOIN THE REVOLUTION. ———
Media and Terrorism
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Social Media and Terrorism

CThe Daily Telegraph

WEDNESDAY, 03 DECEMBER 2008

... .Major General Muniruzzaman of Bangladesh told MPs at a
Parliamentary meeting on Tuesday evening about the dangers of
a new breed of “Facebook Terrorist”......
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Social Media as a tool for self Radicalization
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The Political Power of Social Media

Social networks and the US election 2012
Barack Obama Is streets ahead ol rival Mitt Romney mm
Barak Obama Mitt Romney &
Facebook
4 - f l .
m||llon million
inend Inends
Twitter

mulhon
lollower

followers

Google+

32.2
ans C anhid

. \ lar
“ 237,000 23,000
)

VIBWOrs Youm VIeWars
' ! / Obama channel Romney channel §
1.4 million (? 42,000
pholo viewers pholo viewers
. i~

Obama ;“‘m@‘ﬂ“ Romney

campaign campagn
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The Activist’s Social Media Skeleton

’---------------------I- ------------------------------------- -‘
Entwined Social : ;pr;a;l:g Iﬂl'e Empowering & . EIEEE'"E& Updating Recruiting & Mobilizing & Organizing  Allocating I
o oicing . allowers e . . .
. | Supportin & Motifyin Delegatin Coordinatin & Unitin Resources
Media “Roles” | Apiration PROFANE  Watchers ying gating E g |

Finding, Befriending, Posting,

: o Tagwing & Pages, Groups & Profiles Event Pages
Social Media ommenting, 1aceing + Admins
. Messaging
Capabilities
“Layer”

Activism Reach & Expression & Community & Advocacy & Meeting &
Essentials Connect Shared Voices Affinity Leadership Gatherings

Twitter.com/hisom
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Influencing Factors (1)

4 Spreading the word and voicing aspiration
U Empowering and supporting
JEngaging followers and watchers
dUpdating and notifying

U Recruiting and delegating
dMobilizing and coordinating
dOrganizing and uniting

U Allocating resources

dProviding sparks/Instigation
JRevealing intelligence

d Making revolution icons
dChanneling suggestions/guidelines
4 Internationalization

4 Creating empathy

4 Creating visual impacts

U Impact of live drama



Influencing Factors (2)

Spreading the word and voicing aspiration

A
[examelel

Women of the Arab Spring give voice to their
hopes and aspirations



Influencing Factors (3)

Empowering and supporting

A
example

—

T
" A

Empowering citizens through social media to
fight corruption in Kosovo




Influencing Factors (4)

Engaging followers and watchers

A
example

STOP 2012

JOIN THE CAUSE TO STOP ONE OF THE MOST VICIOUS WAR CRIMINALS IN THE WORLD

WHO IS

JOSEPH KONY IS A LEADER OF A REBEL GROUP CALLED THE LRA IN AFRICA.

KONY USES HIS ARMY OF REBELS TO ABDUCT CHILDREN FROM VILLAGES. THE CHILDREN (MOSTLY BOYS) ARE THEN FORCED TO HURT OR
KILL THEIR LOVED ONES OR FRIENDS. THE GIRLS ARE USED AS SEX SLAVES FOR THE REST OF THE REBEL ARMY.

HOW YOU CAN HELP STOP

THE YEAR 2012 IS THE YEAR KONY WILL BE TAKEN OUT OF THE PICTURE. BY SPREADING THIS VIDEO AND OTHER MEDIA ACROSS THE NATION,
THE PEOPLE/NEWS/GOVERNMENT WILL REMAIN FOCUSED ON KONY.

THE GOAL OF THIS WHOLE MOVEMENT IS TO MAKE JOSEPH KONY FAMOUS. BY TWEETING/CONTACTING CELEBRITIES AND CALLING GOVERN:
MENT OFFICIALS. YOU ARE |{FLPING SPREAD THE WORD ABOUT KONY.

KONY2012 WEBSITE: HTTP://WWW.KONY2012.COM/
MORE INFORMATION AND FILM ON KONY: WWW.KONY2012.COM/SHAREFILM/
INVISIBLE CHILDREN FACEBOOK PAGE: WWW.FACEBOOK.COM/INVISIBLECHILDREN

A 30-minute film in YOUTUBE in calling for the arrest of
the Ugandan rebel leader Joseph Kony became a global
online sensation in less than four days.



Influencing Factors (5)

Updating and notifying

S
il 5

The “Arab Spring” in Tunisia, Egypt and elsewhere in the Mid-East
heavily relied on the Internet, social media and technologies like
Twitter, TwitPic, Facebook and YouTube in the early stages to
update and notifying various news of the movement.



Influencing Factors (6)

Recruiting and delegating

In Libya, during the civil war 2011, many decisions on
recruiting and delegation of responsibilities to officials
were made though social media.



Influencing Factors (7)

Mobilizing and coordinating

.DEAR 1%

.= IF YOU THINK THIS IS BAD
JUST WAIT UNTIL

POVERTY AND
SUFFERING

ON THIS PLANET! |

The Occupy movement is driven by individuals coming
together to create real change from the bottom up. They
mobilize and coordinate their global followers by using

social media.




Influencing Factors (8)
Organizing and uniting

[example

Kashmir, in India, protesters are using social
media to disseminate news and views for
organizing and uniting themselves.

)
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Influencing Factors (10)

Providing sparks/Instigation

ose

Arrest of Hamza Kashgari Sparks Social Media
Controversy in Saudi Arabia



Influencing Factors (11)
Revealing intelligence

V- N
[exam dle

Cellphones and text messaging are widely believed to
have played a crucial role in fostering the Orange
Revolution in Ukraine for revealing public intelligence.



http://en.wikipedia.org/wiki/Orange_Revolution
http://en.wikipedia.org/wiki/Orange_Revolution

Influencing Factors (12)

Making revolution icons

Egyptian police had allegedly beaten the 28-year-old Khalid
Mohamed Saeed to death in custody. Following this, a Facebook
group, ‘We are all Khaled Said’, moderated by Ghonim, brought

attention to the killing and contributed to the growing discontent
leading to revolution in the country



Influencing Factors (13)
Channeling suggestions/guidelines

Participatory platforms of Social Media brings together fresh and new ideas for
Social Revolution like the Iranian Protest following the Presidential Election.



Influencing Factors (14)

Internationalization

The struggle of the Brazilian
Indigenous Peoples for the UN
' & .. —= and the Brazilian Government to
RE SP i i: vo PUVW % ¥  hear their grievances and
1/ LY (C- ' PARE. = demands, since most of them
| ¥ & were almost excluded from the
&M official discussion of the Rio+20
. UN Conference - which has been
updated and circulated world
wide by social media.




Influencing Factors (15)
Creating empathy

The settlers make a stronger
case when they generate
gempathy for their agenda,
which was mostly
ibroadcasted through social
edia, Migron residents, in



Influencing Factors (16)

Creating visual impacts
A

B

Much of the footage coming out of Syria has been shot
on mobile phones and published through social media.



Influencing Factors (17)

Impact of live drama

oo

S

The social

brought in live to
people’s living
rooms creates
impact.




SWOT-Analysis of Social Media

Strength Weakness

Organic Too Subjective
Real Time Lack of Direction
Trusted No Common Framework

Not Organized

Invisible Hands

Legitimize Opportunity Hubs Threats to Non-traditional Security
Information Solider System

Citizen Journalism Threats to Traditional Security
Citizen driven Diplomacy System

Trans-boundary Threats
Weakening of State Mechanism and

Opportunlty Decision-making
Threats

BIPSS Bangladesh Institute of Peace and Sceccurity Studies



The Road Ahead

4 This is an emerging threat of trans-boundary nature

1 We are still in unchartered water

L This is a almost leaderless environment so far

4 Strong probability and actuality of clash with corporate
interests

U Best possible way is to adapt, not to fight it
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